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Background 

In 2013, the ISACA
1
 International Privacy Guidance Task Force22 convened to: 

1. Identify current privacy issues throughout the world; 

2. Identify currently used privacy principles, standards and frameworks; 

3. Determine the best actions to take to help ISACA members with creating and 

managing a privacy management program; and 

4. Develop practical guidance and tools address privacy risks and requirements. 

One of the Task Force activities was reviewing existing privacy principles, standards 

and frameworks that are used throughout the world, and then identifying the elements 

considered generally common among all of them, as well as being most applicable to 

the diverse ISACA membership. The Task Force also identified important privacy 

issues that were missing from those existing documents. The result was the ISACA set 

of 14 Privacy Principles that harmonize the widely accepted privacy standards, 

principles, frameworks and good practices, as well as fills the gaps in privacy topics 

that exist among frameworks. 

The content within this eBook contains the excerpts
3
 from the upcoming ISACA 

Privacy Principles and Program Management Guide for the descriptions of 

each of the principles. Examples of each are also provided within this eBook to provide 

clarity in the absence of the content within the full two-volume set that will comprise 

the full ISACA Privacy Principles and Program Management Guide
4
. 

The purpose of this book is two-fold: 

1. To provide a high-level overview and description of each of the fourteen ISACA 

Privacy Principles; and 

2. To give examples for each of the ISACA Privacy Principles. 

The two-volume ISACA Privacy Principles and Program Management Guide 

will provide significantly more details, examples, mappings to COBIT 5, world-wide 

data protection law listings and resources, and other privacy- related topics. Readers 

are encouraged to see the full two-volume guide for a large amount of additional 

guidance about the ISACA Privacy Principles as well as how to use them to build, 

evaluate and maintain a privacy program. 

  

                                                        

1 See https://www.isaca.org  
2 See more about the ISACA Privacy initiatives at http://www.isaca.org/Knowledge-
Center/Research/Pages/Privacy.aspx  
3 Excerpts are shown in italicized font within this document. 
4 Volume 1 of the ISACA Privacy Principles and Program Management Guide is scheduled to be 
published in Q4 2016. Volume 2 will be published within six months following the publication 
of Volume 1. 
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http://www.isaca.org/Knowledge-Center/Research/Pages/Privacy.aspx
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The ISACA Privacy Principles  

The ISACA Privacy Principles establish a uniform set of practical principles using 

existing principles from around the world, in addition to additional new principles to 

fill gaps, to give guidance on planning, implementing and maintaining a 

comprehensive privacy management program in the context of the wide range of 

enterprises represented within the ISACA membership.  

The fourteen ISACA Privacy Principles include:  

 Principle 1: Choice and Consent  

 Principle 2: Legitimate Purpose Specification and Use Limitation  

 Principle 3: Personal information and Sensitive Information Life Cycle  

 Principle 4: Accuracy and Quality  

 Principle 5: Openness, Transparency and Notice  

 Principle 6: Individual Participation  

 Principle 7: Accountability  

 Principle 8: Security Safeguards  

 Principle 9: Monitoring, Measuring and Reporting  

 Principle 10: Preventing Harm  

 Principle 11: Third Party / Vendor Management  

 Principle 12: Breach Management  

 Principle 13: Security and Privacy by Design  

 Principle 14: Free flow of information and legitimate restriction 

The table below5 shows a mapping of the ISACA Privacy Principles to some of the 

major privacy principles, standards and frameworks that were considered within this 

effort for harmonization to give readers a better understanding of this process. 

 

 

  

                                                        

5 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 1: Choice and Consent6 

When collecting personal information from data subjects, the data controller should 

do the following to support Principle 1. 

 Describe within some type of privacy notice the choices (e.g., for accessing, 

updating, restricting access to their associated personal information) that are 

available to the data subject.  

 Obtain implicit or explicit consent, as appropriate and according to what the 

corresponding regulation mandates (if there is a regulation in place) for the 

associated situation, with respect to the collection, use, and disclosure of personal 

information. 

 Ensure that appropriate and necessary consents have been obtained:  

 Prior to commencing collection activities  

 Prior to using the personal information for other purposes beyond those for 

which the personal information was originally collected  

 Prior to the transfer of personal information to third parties and other 

jurisdictions  

Example: “Listening” Badges 

An organization is planning to use the data collected 

from “listening” employee badges to improve employee 
behavior7.  Some of the actions the organization could 

take prior to implementing this practice to support 

Principle 1 include the following. 

1. Give notice prior to issuing the badges that the organization will be collecting 

information about the individual wearing them, and will also collect other types 

of data about the individual, such as location, heart rate, etc. 

2. Decide if these badges will be required for every employee to wear, or if 

employees can choose to opt-out of wearing them.  

a. If the organization allows for opt-out, determine, document and 

communicate the consequences for employees who opt-out. 

b. If the organization does not allow for opt-out, determine, document and 

communicate why this decision was made.  

c. For all employees who will be wearing the badges, determine, document and 

communicate how all that data will be used, shared, stored, retained, and 

what options employees have, if any, to access their associated data.  

                                                        

6 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
7 For an example of such badges see http://www.cbc.ca/news/technology/how-new-data-
collection-technology-might-change-office-culture-1.3196065  

3 
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Privacy Principle 2: Legitimate Purpose 

Specification and Use Limitation8 

When collecting and using personal information, the data controller should do the 

following to support Principle 2. 

 Describe and specify the purpose(s) for which personal information and any 

associated sensitive information is collected in the privacy notice or other means 

of communication, when the request for personal information is made, ensuring 

that the purpose(s) complies with applicable laws and relies on a permissible 

legal basis.  

 Align the subsequent uses of the personal information and sensitive information 

with the purpose(s) provided, as well as with the consents obtained, and be in 

compliance with associated legal requirements for use limitation.  

 Communicate when necessary with applicable data protection authorities about 

legitimate purposes and use limitations.  

 

Example: Cloud Service 

An organization is considering the use of a cloud service 

to manage and perform all customer marketing 

activities, and store all associated customer information. 

Some of the actions the organization could take to 

support Principle 2 include the following.  

1. The agreement between the organization and the cloud provider should include:  

a. Technical and organizational control requirements to mitigate associated 

privacy risks and provide assurances for the logging and auditing of relevant 

processing operations on personal data that are performed by employees of 

the cloud provider and all for their subcontractors. 

b. Requirements for the cloud provider to limit use and sharing of the customer 

information to only that for which the organization has explicitly allowed. 

2. The cloud provider should have policies and procedures in place, with associated 

employee training, to include purpose specification statements, approved by the 

organization, on the marketing communications sent to the organization’s 
customers. 

  

                                                        

8 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 3: Personal information and 

Sensitive Information Life Cycle9 

When determining how personal information will be collected and used throughout 

the entire information lifecycle, the data controller should:  

 Limit the collection, derivation, use, disclosure, transfer and retention and 

disposal of personal information and sensitive information throughout the entire 

information lifecycle to that which is within the bounds of applicable law and 

strictly necessary for the specified purpose(s).  

 Collect, derive or obtain personal information and sensitive information by fair 

means.  

 Minimize the personal information and sensitive information that is processed, 

and those with access to it, to only that which is necessary for the purposes for 

which it was collected or derived.  

 Retain personal information and sensitive information for only as long as 

necessary to fulfill the stated purposes or as required by law or regulations.  

 Irreversibly dispose of personal information when no longer needed to fulfill the 

stated purposes, and as required by legal requirements (e.g., laws, regulations, 

and standards) using the most appropriate disposal and destruction method 

based upon the storage media.  

 Support appropriate controls for personal information and sensitive information 

throughout the entire information life cycle by:  

 Establishing and implementing an executive-supported privacy risk 

management strategy. The strategy should include consideration of privacy 

risk during the design phase of processes, applications, and systems that the 

enterprise uses.  

 After the identification of risks, identifying mitigating controls to implement 

for privacy and security of personal information and sensitive information  

 

 

 

 

 

 

 

                                                        

9 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Example: Big Data Analytics 

An organization is planning to use big data analytics on 

client data to better determine buying habits based 

upon age, location, gender, and other demographic 

information. Before starting this initiative, some of the 

actions the data controller could take to support 

Principle 3 include the following.  

1. Determine the demographics that are targeted, and the supporting data necessary 

to obtain them. 

2. Perform analysis and tests to determine if individuals can be identified as a result 

of the big data analytics using those demographics. For example, if there is only 

one, or a few, clients in specific geographic areas that are in a specific age group, 

then re-identification could be possible. 

3. Limit the use of the client data that is determined to be necessary to obtain the 

demographic insights while also limiting it to not be able to reveal individuals 

based upon big data results. 

4. For big data results that do reveal individuals, establish and implement 

procedures to dispose of that data appropriately to support legal requirements 

and privacy notice promises. 
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Privacy Principle 4: Accuracy and Quality10 

 The data controller should implement practices and processes to ensure that 

personal information and sensitive information is as accurate, complete and up 

to date to the extent necessary for the purposes of use to minimize the possibility 

that inappropriate or inaccurate information may be used to make a decision 

about the data subject.  

 An organization should not update personal information unless such a process is 

necessary to fulfill the purposes for which the information was collected.  

 Personal information that is used on an ongoing basis, including information 

that is disclosed to third parties, should generally be accurate and up to date, 

unless limits to the requirement for accuracy are clearly set out.   

 

 

 

 

 

 

 

 

 

Example: Health Information 

A healthcare organization is planning to share and 

obtain patient health data through a health information 

exchange (HIE). Some of the actions the organization 

could take to support Principle 4 include the following.  

1. Determine the policies, procedures and technologies used to ensure the data the 

organization is obtaining is accurate. 

2. Establish policies and procedures for integrating obtained data from the HIE into 

the organization's database to ensure old data does not replace newer data. 

  

                                                        

10 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 5: Openness, Transparency 

and Notice11 

The data controller should provide the following information to data subjects: 

 Clear and easily accessible information about its privacy management program, 

policies and practices. Such practices should also be provided to whoever 

requests such information to support transparency and legitimacy.  

 Accurate details in the privacy notice about the personal information and 

sensitive information that is being collected, derived and processed; the 

purpose(s) for these actions; to whom and to which jurisdiction the personal 

information might be disclosed or transferred; and the identity of the data 

controller including information on how to contact the data controller.  

 Ensure that the privacy notice is provided either before or at the time of 

collection of personal information where practical. Otherwise, such privacy 

notice should be provided as soon after collection as is practicable.   

 

 

Example: Drone Recordings 

An organization is holding a public event and wants to 

use drones to record all the activities. Some of the 

actions the organization could take to support Principle 

5 include the following. 

1. Determine the applicable existing policies, procedures and technologies in place 

within the organization that govern the use of drones. 

2. Determine existing legal requirements for drone use. 

3. Determine the aspects of the event that will be recorded, such getting close-ups of 

attendees, recording certain areas of the venue, etc. 

4. Determine how to give notice to those in attendance. Some possibilities include: 

a. Providing information in the announcements that drones will be present and 

recording those present. 

b. Posting a sign at the entrance to the event. 

c. Asking those in the areas where recording is planned to sign releases, or 

similar types of agreements. 

  

                                                        

11 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 6: Individual Participation12 

The data controller should provide data subjects the following rights and capabilities: 

 A process to request confirmation from the data controller about whether or not 

the data controller has personal information relating to the data subjects, and 

when, why and where the information was obtained.  

 A reasonable process to provide data subjects with access, within a reasonable 

time and at a reasonable cost, if applicable, to their associated personal 

information and sensitive information, in an easy to understand format. Any 

associated charges should not be excessive beyond that which the associated data 

protection authority would consider to be appropriate.  

 A method to validate the identity of the individual prior to the data controller 

providing the appropriate information to fulfill the data subject's request.  

 A reasonable process to provide the data subject with the opportunity to 

challenge the accuracy or use of personal information or sensitive information 

relating to him/her and, if the challenge is successful, to have the personal 

information erased, rectified, completed or amended.  

 A reasonable process to provide the data subject with portability of his or her 

associated personal information and sensitive information that can allow for the 

data subject to move the information to a different service provider.  

 A reasonable process to give the data subject the opportunity to provide 

consent/authorization, or deny the same, prior to the data controller continuing 

with the collection and use of personal information or sensitive information.  

 A reasonable process to enable the data subject to request an accounting of 

disclosures that details with whom, when, why and how personal information 

and sensitive information has been shared.  

 A reasonable process to give the data subject the opportunity to request 

restriction of uses of personal information and sensitive information. 

The data controller should provide clearly communicated reasons why any data 

subject requests about personal or sensitive information are denied, and the data 

subject must be given a process to challenge such denial. 

 

 

 

 

 

 

                                                        

12 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Example: Wearable Trackers 

An organization creates and sells wearable fitness 

trackers for consumers to use to log all their activities, 

such as location, distance walked, and body vitals (e.g., 

heart rate, breathing rate, sweat content, etc.). Some of 

the actions the organization could take to support 

Principle 6 include the following.  

1. Determine and document the data collected from the consumers with the fitness 

trackers. 

2. Establish policies and procedures to give access to consumers about the 

associated data collected via the trackers, as well as from the organization's 

website(s) and other sources for which the organization is responsible. 

3. Train areas with direct contact with wearables customers, such as customer 

service, sales and other areas and contracted entities, about the policies and 

procedures, as well as how to answer consumer questions about how to get access 

to their associated data, how to make corrections to their data, etc. 
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Privacy Principle 7: Accountability13 

The data controller and all associated data processors should be accountable for 

appropriate governance and risk management of personal information and sensitive 

information for which they have responsibility and making sure associated activities 

are in compliance with all associated legal requirements.  

The data controller should:  

 Identify appropriate privacy stakeholders and applicable legal requirements, 

and implement privacy frameworks to support risk mitigation and legal 

compliance.  

 Analyze, assess and manage privacy risk throughout the enterprise.  

 Assign roles, responsibility, accountability and authority for performing privacy 

risk management processes.  

 Define, document, communicate and assign accountability for privacy policies 

and supporting procedures and standards.  

 Identify and inventory personal information and sensitive information, and 

business processes that involve such information.  

 Provide periodic privacy training and ongoing awareness communications.  

 Privacy training should be provided when an employee is hired and then 

provided to all data processors (employees or specific groups of employees), 

periodically, such as annually or when a significant event or organizational 

change occurs.  

 Training and awareness activities, including role-based training, situational 

training, and professional certifications for key workforce members, should 

be provided based on responsibilities and associated privacy risk.  

 Training and awareness communications should cover all internal privacy 

policies, and the enterprise privacy notices, communications with data 

subjects, and any other activity that involves personal information and/or 

sensitive information.  

 Satisfactory privacy training completion should be tracked and 

documentation retained for an appropriate period of time.  

 Obtain explicitly documented data processor acknowledgement of agreement to 

abide by privacy policies and procedures.  

 Implement sanction policies, and consistently and appropriately apply penalties 

for noncompliance with privacy policies throughout the enterprise.   

 

 

 

                                                        

13 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Example: Managed Services 

A financial organization uses a managed services 

provider (MSP) to perform all network and data 

activities. Some of the actions the organization could 

take to support Principle 7 include the following. 

1. Document within the MSP contract all the responsibilities that the MSP has for 

securing and protecting the data the organization has entrusted to it. 

2. Obtain monthly or quarterly signed attestations from the CEO/President/Owner 

of the MSP to verify that security controls are managed and working effectively. 

3. Require the MSP to perform privacy impact assessments (PIAs) and information 

security risk assessments as least annually, and when major organizational 

changes occur, and submit executive summaries of the assessments to the 

organizations. 

4. Require the MSP to submit appropriate evidence of regular privacy and 

information security training that their employees attend. 
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Privacy Principle 8: Security Safeguards14 

The data controller should ensure that appropriate security safeguards are in place 

for all personal information and sensitive information. The data controller should:  

 Identify appropriate security safeguards, based upon identification of privacy 

risks, which align with all existing information security policies and applicable 

laws and regulations that the data controller has ready to implement throughout 

the enterprise.  

 Establish security safeguards that include administrative, technical and physical 

security controls and that address confidentiality, integrity and availability of 

information in all forms, to mitigate risk to appropriate levels.   

 

 

 

 

 

 

Example: Business Acquisition 

An organization plans the acquisition of a retail 

company that brings with it over one million customer 

records. Some of the actions the organization could take 

to support Principle 8 include the following.  

1. Prior to connecting the acquired company to the organization's network, collect, 

review and evaluate the information security and privacy policies and procedures 

of the company being required to determine if their privacy and security 

requirements meet the same level of security requirements as the organization's 

security controls.  

2. Perform a privacy impact assessment (PIA), risk assessment, vulnerability 

assessment and penetration test on the acquired company's networks and 

systems prior to connecting to the organization's network to identify any security 

threats and vulnerabilities that must be mitigated prior to being connected. 

 

                                                        

14 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 9: Monitoring, Measuring and 

Reporting15 

The data controller should establish appropriate and consistent monitoring, 

measuring and reporting of the effectiveness of the privacy management program 

and tools. The data controller should:  

 Establish a framework for measuring and monitoring the following:  

 Effectiveness of the privacy management program  

 Level of compliance with applicable policies, standards and legal 

requirements  

 Use and implementation of privacy tools  

 Types and numbers of privacy breaches that occur  

 Privacy risk areas within the data controller  

 Third parties that have access to personal information, sensitive information 

and the associated risk levels  

 Report compliance with privacy policies, applicable standards and laws to key 

stakeholders.  

 Integrate internationally accepted privacy practices into business practices, such 

as those from International Standards Organization (ISO), the National Institute 

of Standards and Technology (NIST) and ISACA.  

 Establish procedures that cover the use of personal data in investigating, 

monitoring, continuous auditing, analytics, etc. done by internal and/or external 

auditors.  

 Anonymize data if the local / national law is not allowed to monitor pure 

personal data in order to fraud/crime prevention etc.  

 

 

 

 

 

 

 

 

                                                        

15 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Example: Privacy Metrics 

An organization wants to create some privacy breach 

metrics to help them demonstrate due diligence as well 

as to help them learn controls to put into place to 

prevent similar types of breaches from reoccurring. 

Some of the actions the organization could take to 

support Principle 9 include the following.  

1. Determine privacy breach identification tools to use, such as intrusion detection 

systems (IDS's) and intrusion prevention systems (IPS's), etc. 

2. Review IDS, IPS, etc. statistics to determine trends and potential attacks. 

3. Document and track different types of privacy breaches, number of occurrences of 

each type of breach, and times for all events to track trends. 
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Privacy Principle 10: Preventing Harm16 

The data controller should identify and document the potential privacy harms to data 

subjects if the personal information and sensitive information for which the data 

controller is responsible is misused or breached. The data controller should:  

 Establish documented practices that demonstrate that the interests of the data 

subjects are recognized and respected, and support legitimate expectations of 

privacy.  

 Design the implementation of controls for personal information and sensitive 

information to prevent misuse of that information, which can result in harm to 

the associated individuals.  

 Ensure that data processors understand the privacy harms that can occur to 

data subjects, if the personal information and sensitive information that data 

processors can access during their job responsibilities is misused or breached, 

and understand that they must take appropriate actions to prevent such harms.  

 Establish processes to mitigate any personal harms that occur to data subjects as 

a result of privacy breaches.  

 

 

Example: Emergency Records 

A city wants to take actions to better protect the privacy 

of those involved with 911 emergency recordings and 

subsequent actions.  Some of the actions the 

organization could take to support Principle 10 include 

the following.  

1. Determine current laws regarding 911 recordings, images, and associated 

information about those involved in 911 events. 

2. Determine if the laws themselves could infringe on the privacy of those involved 

in 911 incidents and determine if it is possible to change those laws, as necessary, 

to address privacy and prevent associated harms, and steps necessary to affect 

change. 

3. Establish and implement documented policies and procedures for all involved in 

911 calls to follow to prevent privacy breaches and privacy harms. 

4. Provide privacy training to all individuals involved in supporting and responding 

to 911 calls. 

  

                                                        

16 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 11: Third Party/Vendor 

Management17 

The data controller should provide ongoing oversight of third parties to which the 

data controller entrusts any type of access to the personal information and sensitive 

information for which the data controller is responsible. The data controller should: 

 Implement governance and risk management processes and apply contractual, 

administrative and audit measures to ensure the appropriate protections and use 

of personal information and sensitive information that are transferred to, 

maintained, processed, controlled and/or accessible by all associated third 

parties.  

 Require all third parties with any type of access to personal information and 

sensitive information to report personal information breaches in a timely 

manner to the data controller without delay (as defined by the data controller to 

the third party and as required by any applicable data protection authorities). 

 

Example: Background Checks 

An organization is considering the use of a 

background/criminal check service vendor to use for all 

job applicants.  Some of the actions the organization 

could take to support Principle 11 include the following.  

1. Include a privacy and security clause within the vendor contract that details the 

types of uses, sharing, storage, retention, and disposal required of the vendor for 

the personal information involved with the services they provide. 

2. Include specific privacy breach prevention, identification and notice requirements 

within the vendor contract.  

3. Collect, review and evaluate the information security and privacy policies and 

procedures of the vendor to review and ensure that, at a minimum, they meet the 

organization's own security and privacy policies requirements. 

4. Document the specific types of personal information items the vendor will be 

collecting and accessing, along with the specific vendor employees that will have 

access to the personal information to fulfill contracted job activities. 

5. Obtain monthly or quarterly privacy and security controls attestations from the 

vendor CEO. 

  

                                                        

17 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 12: Breach Management18 

The data controller should establish methods to prevent, identify quickly, respond to 

and effectively mitigate privacy breaches. The data controller should:  

 Establish a documented policy and supporting procedure for identifying, 

escalating and reporting incidents of personal and sensitive information 

breaches to data subjects and relevant data protection authorities, as necessary, 

in a timely manner, to mitigate potential legal and reputational risks.  

 Maintain records of all personal information and sensitive information breaches 

including incident details, actions and progress with investigation, remediation 

and monitoring the progress until the incident is closed.  

 Implement remediation actions to prevent reoccurrence of personal information 

and sensitive information breaches of a similar nature. 

 

 

 

 

 

Example: Lost Laptop 

The HR director of an organization does not know 

where her laptop, containing the employment records of 

1500 employees, is at after taking it home to do work for 

the weekend. Some of the actions the organization could 

take to support Principle 12 include the following.  

1. Call the privacy breach response team into action. 

2. Follow the documented privacy breach response procedures to determine if the 

situation actually is a privacy breach. 

3. If the team determines it is a breach, follow the breach notice procedures, which 

should include compliance with all applicable breach notice laws. 

4. Implement controls and provide training to help prevent a similar breach from 

reoccurring. 

  

                                                        

18 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 13: Security and Privacy by 

Design19 

The data controller should document the enterprise privacy philosophy by which it 

performs business activities. The data controller should:  

 Establish a documented enterprise privacy policy describing the privacy 

philosophy for the data controller, including clear executive support, to ensure 

the evaluation of the impact to the security and privacy of personal information 

and sensitive information when new initiatives and changes to enterprise 

structure occur.  

 Ensure executive support for the identification of personal and sensitive 

information security and privacy risk within enterprise events.  

 Communicate executive support for the privacy enterprise-wide roles and 

responsibilities during the implementation of IT systems, new or updated 

manual or computerized business processes, and launch of enterprise programs 

and operations involving personal information. 

 

 

 

 

Example: New Software 

A software vendor is implementing a new customer 

software update system.  Some of the actions the vendor 

could take to support Principle 13 include the following. 

1. Perform a privacy impact assessment (PIA) of the system plans to identify where 

privacy risks, violations and other concerns exist throughout the entire lifecycle 

for how the software update system executes. 

2. Make changes in the plans and perform another PIA to ensure the privacy issues 

have all been adequately mitigated. 

3. Build the customer software update system and perform a thorough Beta test to 

ensure the system performs as intended, and has no unexpected privacy problems 

in actual use. 

  

                                                        

19 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Privacy Principle 14: Free flow of information 

and legitimate restriction20 

The data controller should follow the requirements of applicable data protection 

authorities for the transfer of personal information and sensitive information across 

country borders. The data controller should:  

 Establish a framework to govern the transfer of personal and sensitive 

information outside of the jurisdiction of the data controller to ensure the level of 

security and privacy protections of the jurisdiction to which the information is 

transferred is at least equivalent to the protections within the data controller's 

jurisdiction and meets the requirements of the applicable data protection 

authorities, or that a contract signed between parties establishes such 

requirements.  

 Communicate activities appropriately with applicable data protection 

authorities.  

 Ensure that the transfer of personal information and sensitive information does 

not violate relevant legal requirements and contractual responsibilities.  

 Document the security and privacy protection requirements for the data 

processor receiving the personal information to implement within other 

jurisdictions.  

 Ensure the data processor receiving the personal information has implemented 

the security and privacy measures that are necessary to meet the requirements of 

the data controller and the applicable legal and data protection authority 

requirements.  

 Maintain records of all personal information transferred into and out of the data 

controller's jurisdiction, applicable legal and contractual responsibilities for 

personal information and sensitive information security and privacy protections. 

 

 

 

 

 

 

 

 

                                                        

20 Source: ISACA Privacy Principles and Program Management Guide ©2016 ISACA. All rights 
reserved. Used by permission. 
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Example: Outsourcing 

A multi-national business based in the U.S. with 

customers in Europe wants to outsource marketing 

activities to an organization located in Mexico.  Some of 

the actions the business could take to support Principle 

14 include the following. 

1. Map the full lifecycle (collection, storage, access, sharing, retention, disposal, etc.) 

of the customer information that the business wants to use for marketing 

purposes. 

2. Determine if applicable laws, contracts and associated privacy notices allow for 

that personal information to be used for marketing purposes. 

3. If marketing is allowed, determine if all appropriate legally required consents for 

marketing have been obtained. 

4. Communicate with the applicable data protection authorities (DPAs) to ensure 

they approve of your plans, as necessary. 
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About Rebecca Herold 

Rebecca has over 25 years of systems engineering, information 

security, privacy, and compliance experience. Rebecca is CEO 

and Founder of The Privacy Professor® consultancy she 

established in 2004, and is Co-Founder and President of 

SIMBUS360 Information Security, Privacy, Technology & 

Compliance cloud services for organizations of all sizes, in all 

industries, in all locations. Rebecca has authored 18 books, 

dozens of book chapters, and hundreds of published articles. 

Rebecca lead the NIST SGIP Smart Grid Privacy Subgroup for 

seven years, was a founding member and officer for the IEEE 

P1912 Privacy and Security Architecture for Consumer Wireless 

Devices Working Group, and serves on the Advisory Boards of 

numerous organizations. Rebecca serves as an expert witness 

for information security, privacy, and compliance court cases. 

Rebecca has been an Adjunct Professor for the Norwich 

University MSISA program since 2005. Rebecca is frequently 

interviewed, including regularly on the central Iowa KCWI23 

morning television show, and quoted in diverse broadcasts and 

publications.   

Rebecca holds the following certifications: FIP, CISSP, CISA, 

CISM, CIPT, CIPM, CIPP/US, FLMI. Rebecca is based in       

Des Moines, Iowa, USA. 

 

www.SIMBUS360.com  

www.privacyprofessor.org  

www.privacyguidance.com  

 

rebeccaherold@rebeccaherold.com      
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About Data Privacy Asia 

Data Privacy Asia recognizes that data protection, privacy and 

cybersecurity has moved from the periphery to the center, 

becoming a key issue that businesses have to face. 

Over the last ten years, Asia has consistently ranked as the 

fastest growing region in the world. For the region to maintain 

its economic dominance, it must do more to address these 

challenges. Failure to do so will leave it lagging behind as the 

world becomes more technologically connected and advanced. 

Data Privacy Asia is positioned at the intersection of data 

protection, privacy and cybersecurity and serves as the focal 

point for Asia’s professionals to learn, network and collaborate. 

The conference brings together in one forum, legal, compliance, 

IT and information security professionals to discuss issues of 

global importance from an Asian perspective. 

This year’s conference will be held on November 9-11, 2016 in 

Singapore. 

 

www.dataprivacyasia.com   

newsletter.dataprivacyasia.com  

 

enquiries@dataprivacyasia.com  
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